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Abstract: Computer viruses seriously endanger computer network information security. After the 
computer is generated, the security of the computer network is attacked by computer computer virus 
every moment. Computer viruses in computer networks can be brought into the computer through 
e-mail, downloading software, browsing web pages, etc. The user will unknowingly bring the computer 
into the computer, causing serious harm to the user's information security. The virus is extremely 
stealthy, and once the computer is attacked, it is difficult for users to remove it in time, and in the case 
of undetectable, it will cause incalculable damage to the computer's system. Once discovered, it can 
cause great damage to the user's computer data. In the actual use process, as people's dependence on 
the Internet increases day by day, once attacked by the Trojan virus, it will greatly affect people's work 
and life. In this paper, through the analysis of the propagation mechanism and characteristics of 
computer network viruses, the corresponding preventive measures are proposed, in order to provide 
reference for the prevention of computer viruses in China. 
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1. Introduction 

The 21st century is a networked century, computer network has been deeply into people's life and 
work, it has been widely used in various fields, which has promoted the production and living standard 
of society, but also has many negative effects. Because people are more and more dependent on the 
network, once the computer is attacked by Trojan horse virus, it will have a great impact on our work 
and life. In fact, not only the computer network technology is developing, but also the computer viruses 
spread through the network are getting stronger and stronger, which has become a destructive factor 
threatening the network security. Therefore, it is necessary to conduct an in-depth analysis of the 
propagation mechanism, and characteristics of network viruses and develop corresponding preventive 
measures accordingly. 

2. Analysis of the Causes of the Spread of Computer Network Viruses 

2.1. The Network Itself has Security Problems 

Due to the highly shared and open nature of computer networks, and the fact that the Internet is 
composed of hundreds of millions of Internet users and terminals, it both facilitates the exchange and 
sharing of information and poses a great threat to the network. Once these viruses have invaded the 
user's computer, it is easy to make the user's computer not work properly, and in serious cases, it will 
be stolen and tampered with. In serious cases, it can paralyze the user's computer system and cause 
incalculable consequences [1]. 

2.2. Lack of Awareness of Safe Operation Among Users 

Many people do not have a strong awareness of computer security when using computers, and 
cannot strictly comply with the norms of computer use. Many people do not have a strong awareness of 
the security risks of computer networks, and most users ignore the invasion of network viruses, do not 
repair vulnerabilities in a timely manner, and do not spend a lot of time to maintain their information, 
which gives lawless elements the opportunity to take advantage of the situation, thus leading to the 
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leakage of users' personal information. 

2.3. Malicious Human Attacks 

The Internet has a complex user composition, and some people who are familiar with the network 
will exploit the security loopholes on the network to carry out malicious attacks, and these attackers 
usually spread viruses through the loopholes on the network, which affects the integrity and correctness 
of existing system information. When a user's network is attacked or damaged, it can cause leakage of 
certain sensitive information, resulting in huge economic losses [2]. 

2.4. Inadequacy of Computer Data Security System 

The entire data of the computer is stored in the hard disk, and if the hard disk fails, it will provide 
an opportunity for the wrongdoers to take advantage of it. This is due to the fact that the current 
computer security system is not yet sound, it is difficult to effectively prevent various network attacks, 
so it is especially necessary to strengthen the storage and protection of information. Usually, users' 
computer terminals are equipped with various software to execute various programs, but some software 
is not downloaded from normal channels, and may have a "back door". In this case, when someone 
maliciously uses these backdoors to carry out virus attacks, it may cause damage to the user's computer 
system [3]. 

2.5. Virus Spreads Heavily in Emails 

Email plays a pivotal role in people's daily work and life. Everyone will receive some inexplicable 
emails at one time or another, and criminals are fully capable of spreading viruses through emails. 
Once users open emails with viruses, they will be invaded by viruses, thus affecting the security of 
users' personal information. Due to the defects of email itself, it makes the user unable to refuse to 
receive emails, thus exposing his computer to cyber attacks. Cybercrime is an illegal act in which theft 
of passwords is the main means. By stealing the user's password, commercial fraud can be committed, 
thus causing great harm to the user's property. 

2.6. Backward Firewall Technology 

Through the full use of firewall technology, we can block the virus in the internal network 
environment of the computer, because the firewall technology has just started, the current firewall 
technology is not perfect, which makes some advanced viruses can break through the firewall, and then 
attack the internal information of the computer, which causes some harm to the security of the 
computer [4]. 

3. The Transmission Characteristics of Computer Network Viruses 

3.1. Diversity of Dissemination Patterns and Strike Targets 

Unlike traditional computer viruses, today's network viruses can spread through different ports and 
vectors, its target has shifted from the initial PC to workstations and large servers with network 
protocols, causing clogging and paralysis of the network and thus affecting a large number of users.  

3.2. Diversity of Authoring Methods and Variations 

Early computer viruses were based on assembly languages such as C. However, with the 
development of the Internet, the number of viruses written in scripting languages such as Jave and VB 
is also increasing,  which leads to various types of virus mutations, thus making it difficult for 
anti-virus to prevent viruses [5]. 

3.3. High Doping Degree 

In computer network viruses, using their own defense, encryption, stealth, tracking and other 
technologies, new viruses are constantly emerging, and they are becoming more and more stealthy and 
intelligent. At the same time, such viruses are more mixed with traditional viruses, worms and other 
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viruses, and they are more lethal [6]. 

3.4. The Way Viruses Spread in the Network 

The network provides a channel for the spread of computer viruses, which can be broadly classified 
into the following two categories, while the active spread pattern of viruses is shown in Figure 1. 

 
Figure 1: The main ways of spreading web viruses 

3.4.1. Virus Transmission Through Communication 

This is a special program belonging to computer data, which is not very different from ordinary 
documents, and data transmission through the Internet is an important means of virus attack. Industry 
experts have analyzed billions of e-mails for viruses, and found that millions of viruses have been 
detected through this communication method, from which it can be seen how important it is to spread 
this virus on the Internet. In the communication method, viruses are mainly infected with body text, 
attachments, etc. The virus will find a target address in your computer, and then send it to the user's 
attachment. Once the virus reaches its destination, it can take control of the infected computer in some 
way [7]. 

3.4.2. Efficient Scanning 

The virus program can gain control of a computer by remotely scanning the network, and gaining 
access to the security vulnerabilities of the computer systems in a network, then implanting it into the 
computer. The virus is usually spread through multiple devices. When the device supplies computing 
services to a client, the virus provides security flaws to the computer service device and compromises 
the client, most typically Nimda. 

4. Network Security Precautions and Key Technology Analysis 

4.1. Network Model Security System 

Establishing a security system of computer network model helps people to protect the security of 
the network effectively. Therefore, we have to follow the characteristics of the computer network itself, 
actively promote the establishment of a perfect computer network model security system, and really 
achieve effective protection of the security of the computer network, so as to achieve the purpose of 
saving manpower, material resources and improving the efficiency of resource use [8].  

4.1.1. Optimized Technology Model 

Computer network defense strategy optimization technology, which is based on the information and 
fine rules of network expansion, then transforming the network defense strategy into an operational 
level defense strategy. The defense strategy is designed for computer administrators, its purpose is to 
effectively advance the network security protection of computers, so that the computer security is 
guaranteed. Its main purpose is to enhance the access rights to users for the purpose of data security 
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protection. The detection policy mainly detects external dangers and guards against foreign intrusion. 
And the recovery policy can repair high-level independent security functions [9]. 

4.1.2. Optimization of Technical Specifications 

Advanced computer network defense strategies and the optimization of the operational hierarchy, 
which should follow the following basic guidelines. First, the statute of roles and users is refined to 
indicate the connection between users and roles. Second, the user-source node is optimized, where the 
source domain indicates the correspondence from the source area to the source. The principle of 
precision is the correspondence between users and source nodes in the source domain, the use of 
refined laws to correspond targets to resources, and to specify event occurrence, attacks, behaviors and 
actions [10]. 

4.2. Improving the Resistance of Computers to Viruses 

Computer virus invasion is usually caused by human factors, and the core technology of computer 
system is human defense. Using mouse keyboard and other devices for operation will inevitably leave 
some traces on the computer. Therefore, to extract and analyze the traces of human activities from 
human labor, which must have a computer system. If a malicious program is found to interfere with the 
computer program, the user must be released from the next access operation. In addition, computer 
programmers can add code to the program code, with the related function, they can link the tracking 
code to the unauthorized access, once the user acts inappropriately, the user can be tracked, detected 
and stopped instantly, so that the spread of network virus can be effectively prevented. In order for a 
computer virus to spread through the network, it must first identify the vulnerabilities in the security 
strategy of the system, and use it as a breakthrough to attack. Once the virus has invaded the user's 
computer through the network, then it will gain the initiative to carry out a devastating attack on the 
user's computer, which causes a lot of data loss. At the same time, some special viruses will target 
devices such as SQLserver as the primary target of the attack [11]. Therefore, when defending against 
computer viruses, it is important to ensure the security of the system and avoid being invaded by 
viruses. According to the characteristics of the spread of computer viruses, the analysis of how to 
prevent computer viruses is carried out. 

4.3. Computer Virus Detection Technology 

Since the creation of computer viruses, experts and scholars in the industry have been developing 
various types of anti-virus software, and after continuous efforts, there has been some success in 
applying anti-viruses to the computer inside, which can play a good defense role. Most of the anti-virus 
programs are used to determine the virus by detection to prevent virus invasion. At present, there are 
various methods of computer virus detection, which are representative [12]. 

4.3.1. Characteristic Code Base 

This is an early method of virus processing, mainly used for CPAV diagnosis. This method will 
break down and parse the virus code while scanning and save it to a database. Once the user starts this 
antivirus software, then the signature code will compare the scanned data with the code in the database, 
and if there are similarities between the two, then it can be identified as a virus. The detection process 
of the signature code for this virus is like this. Based on a computer, a virus database is constructed to 
collect samples of current popular viruses, and store them in a built-up database. After the program 
starts, different codes are made according to the viruses in the database, and the detected information is 
compared with this code, when the similarity reaches a certain threshold, it is determined to be a new 
type of virus. Although this technique has a high detection accuracy for viruses, it cannot be analyzed 
because the virus is always updating itself, and when a new virus is detected, it cannot be analyzed 
because the corresponding code is not available. Therefore, the application of this technique is limited 
[13]. 

4.3.2. File Inspection 

A virus itself is a program that contains a large amount of data, which is usually in a stored form in 
a computer file. Because there are so many viruses, once they are saved in a file, then that file becomes 
larger. File checking takes advantage of the characteristics of such viruses to check. Normally, the virus 
protection software within the computer will be based on the security of the system, the inventory of all 
files is made and each program is checked. If a file is found to be very different from previous checks, 
then it is possible that it is infected by a virus. In this way, not only known viruses can be detected, but 
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also some unknown new viruses. The more common methods of file checking are as follows. First, add 
the file checker to the computer system's anti-virus software, activate it when the anti-virus software is 
running to detect and protect with the anti-virus software. Secondly, the file checking program is 
implanted into the computer's application program, and once it is started, it will be checked 
automatically. Finally, the file checking program is written into the computer system's memory, and 
then detects viruses when the program is started [14]. 

Although file checking can effectively detect viruses, it can only determine the presence or absence 
of a virus, but not the type of virus and the threat it poses to the computer. However, in practical 
applications, there are often checksum errors, which can lead to false positives. 

4.3.3. Virus Characterization Detection 

Different viruses have their own unique characteristics that can be used to effectively detect the 
virus itself, which is called behavioral inspection. Currently, the viruses that are popular on the Internet 
are basically written by hackers. They are distributed through the Internet to invade the user's computer 
and steal important information. 

4.3.4. Simulation Testing 

It can be used to discover the working mechanism of a virus by replicating and emulating the 
current operating state of the computer, from which the similarities and differences between the two 
can be identified. Software emulation is a very effective method, its can be used for complex viruses 
and also for encryption [15]. 

4.4. Standalone Antivirus Technology 

The network is the main means of virus transmission, and the computer system is the final 
destination of transmission. In order to gain control of the computer, it must be invaded. If the 
computer itself is not sufficiently protected against viruses, it is difficult to protect against such viruses. 
Therefore, virus protection for individual computers becomes very important. Anti-virus software is 
currently the most effective means of protecting individual computers against viruses, and it can protect 
personal computers to a certain extent against virus invasion in the network. Anti-virus software 
belongs to the software category, with the function of cleaning up viruses, some anti-virus programs, it 
will automatically recover the information, which is the most efficient protection measures at present. 
Currently more commonly used anti-virus programs are 360 Security Guard, Norton Anti-Virus, etc.. 
Among these systems, 360 anti-virus program performs much better, it is a completely free, efficient, 
low consumption of system resources, regular upgrades of cloud anti-virus software. What's more, 360 
anti-virus program, which can co-exist with other anti-virus systems and does not attack each other, it 
is the best defense system [16]. 

4.5. Virus Defense Measures for Multiple Computers Online 

In order to meet specific antivirus needs, there are often multiple computers connected to each other 
in the same area, so that they can share data and information with each other. Once one computer is 
invaded by a network virus, the other computers will also be infected. To deal with this situation, we 
can take the following measures to prevent it. Set up a virus defense system, set up virus monitoring 
software and establish a connection with the virus monitoring center, and then monitor the operation of 
each computer in real time. Once found, quarantine immediately. At the same time, anti-virus software 
is distributed to each computer to prevent the invasion of certain specific viruses. 

4.6. LAN's Antivirus Technology 

The best feature of LAN is its small geographical scope. LAN is a closed and simple network 
architecture, many businesses and enterprises often choose LAN for their offices. LAN is a private 
network, which can connect computer systems and databases in a certain area to form a communication 
network. When the LAN is attacked, the computers and databases in the LAN are attacked, so it is 
necessary to strengthen the defense of the LAN, which requires effective means and tools. 

4.7. Enhanced Anti-virus Performance of the Gateway 

The gateway is a key link to prevent computer viruses. In order to avoid the spread of viruses in the 
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intranet, it is necessary to strengthen the virus detection capability of the gateway and build an effective 
anti-virus mechanism. With the development of the Internet, e-mail has become an important means of 
information transmission, especially in government agencies, companies and other organizations. To 
effectively stop virus invasion, we need to give full play to the mail gateway's interception and 
screening capabilities, so that it can automatically detect viruses in emails on the network and filter 
fake and malicious emails. At the same time, when the gateway finds irregularities, it will immediately 
trigger the firewall's chain defense and issue action commands to the gateway, so that the virus is 
quickly isolated from the gateway, thus preventing the virus from causing harm to the gateway. 

4.8. Improving Computer Confidentiality 

In computer networks, there are a large number of security risks, the most serious of which is the 
leakage of computer information. This requires the technical personnel concerned to improve the 
confidentiality of the computer, and then improve the security of the computer, especially in some 
subtle points. Only by establishing the right security system can the problem of information leakage be 
reduced. Confidentiality of data is a very important issue in computer systems. In order to protect 
network users and information resources from damage, it is necessary to ensure its security. Therefore, 
we have to research and develop the firewall, maintenance management and virus prevention, so that 
we can ensure that the security performance can be effectively played. Software encryption technology 
can also be used to shield some illegal programs in one form or another, so as to limit hackers from 
invading computer systems or stealing confidential information. In addition, we need to strengthen the 
confidentiality of documents in the data files, because users use a large number of electronic version of 
the operating system in the network, which will lead to the storage of this information on the server. 

5. Conclusion 

The security of information systems is a pressing issue today. Many scientists are working on 
everything from security models to specific security techniques, but the models and security techniques 
currently in use are limited to one or more applications to information security. It can be seen that the 
way of network intrusion is constantly changing, the means of attack is increasing, and advanced 
stealth attack techniques are becoming increasingly popular. In the face of an increasingly complex and 
changing network environment, techniques such as establishing firewalls and actively identifying threat 
characteristics can no longer be adapted to the current security requirements of information systems. At 
present, many scholars address the current situation of network security, and combine artificial 
immunity technology and network security organically. Establishing a new type of network security 
system, which is a new research hotspot on information security issues in the international arena at 
present. This paper discusses the main strategies and technologies of computer network security from 
the current security problems of computer network information, and gives the corresponding solutions. 
It not only has the characteristics of fast computing speed, but also has powerful data storage and so on. 
The emergence and wide popularity of computers have greatly changed the way people work, live and 
learn. Computer virus is a kind of virus that comes with the computer, which can be destructive to the 
computer system and can spread on the computer or on the cell phone. If a computer is infected by a 
virus, it will not only affect the normal operation of the computer, but also cause the loss of important 
information in the computer, which can seriously paralyze the computer and even damage the computer 
hardware. Therefore, it is very necessary to effectively prevent viruses. This paper intends to make a 
brief analysis and discussion on the spread of computer viruses on the network and protection methods, 
hoping to help the industry. 
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