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Abstract: With the rapid development of information technology, big data has gradually penetrated into
all walks of life, and has had a profound impact on various fields. As higher vocational colleges, the
classroom education of network security majors should also keep pace with the times and explore how
to better cultivate network security talents in the era of big data. This paper mainly applies the factor
analysis method to obtain the important index of network security classroom evaluation, and uses the
questionnaire survey method to collect the student satisfaction data. According to the experimental and
survey data, 88% of the students are satisfied with the environment of the training room. As to whether
the course is combined with the reality, 68% of the students expressed satisfaction and high degree of
union, and 30% thought it was general. Therefore, it is necessary to further explore this major.
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1. Introduction

In the era of big data, network security content is no longer limited to the traditional anti-virus,
firewall and other core security technologies, cloud computing security, data security and privacy and
many other fields are gradually becoming an important part of network security. Therefore, higher
education institutions should timely adjust the curriculum and add the curriculum in these new fields to
meet the demand for network security talents in the era of big data.

Network security is one of the important fields in today's society. Mastnetwork security expertise is
crucial to protect the important information resources of individuals and organizations. It is proposed
that under the background of the accelerated development of educational informatization, adapting to
the objective requirements of teaching plan reform in the current era of big data has become an
important topic in the development of higher education [1-2]. Some scholars say that in the era of big
data, the network security problem of colleges and universities is becoming increasingly serious.
Although big data brings us a comfortable life, security issues such as personal information also pose a
major threat to our life on campus [3-4]. Another experts point out that the college's safety education is
facing a new situation. In the era of data explosion, online data and information are diversifying.
Effective identification and use of network information has become a key issue in university campus
security [5-6]. In the network security class, students can deeply understand and apply the basic
principles, technologies and strategies of network security through theoretical research and practical
operation.

This paper first studies big data technology and suggests the importance of network security.
Secondly, the teaching of the basic knowledge of computer network security is explored, and the key
points and difficulties of the classroom are analyzed. Then, the network security professional classroom
is analyzed and designed. Finally, the relevant data and conclusions are obtained through the
cultivation of practical skills and the questionnaire survey.

2. Network security major in higher vocational colleges in the era of big data
2.1 Big data technology

In the era of big data, teaching methods should also change. The traditional "farce™ teaching method
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no longer meets the learning needs of students. Therefore, teachers should actively explore new
teaching methods, such as project-based learning, flipped classroom, etc., so as to better stimulate
students' interest in learning and improve their learning efficiency. In the era of big data, people and
things are being digitized. With cloud infrastructure, openness, circulation and sharing of data is
possible, but it also poses myriad social risks. In the case of big data and related convenience, students
may lose their rational judgment or excessive belief in the emergence of information due to
psychological immaturity and low resistance to temptation, which leads to the security risk of students'
mobile payment, user data loss, online fraud, malicious virus attacks and other intensification.

Network security technology is a very practical subject, so the practical teaching in the field of
network security is particularly important [7-8]. Vocational schools should strengthen practical
teaching and improve students' practical skills and innovative awareness by creating an experimental
network security environment and holding network security competitions. In the era of big data,
network security majors have put forward higher requirements for the quality and performance of
teachers. Vocational schools should strengthen teacher training and induction training, train
high-quality teachers, and provide a better guarantee for the development of network security. [9-10].
In the era of big data, student skills training is the core of face-to-face cybersecurity education. Higher
education institutions should pay attention to cultivating practical skills, innovation ability and
teamwork ability. The focus is to train students to better adapt to the demand for network security
talents in the era of big data.

2.2 The teaching of basic knowledge

The basic theory of computer network is an important foundation of network security [11-12]. We
need to learn the basic principles, structure and communication methods of the network, including the
OSI reference model, TCP / IP protocol family, etc. In addition, you also need to understand the
common types of threats and attacks on the network, such as denial of service attacks. By learning the
basic theory of computer network, students can have a deep understanding of the nature of network
security problems, and provide basic support for the subsequent security measures and strategies.

The security of the operating system and the database management system is also an important part
of the network security. Students must learn common security vulnerabilities and attack methods for
operating systems and database management systems, such as software vulnerabilities in the operating
system, insufficient authorization controls, and weak passwords. Also, you must understand the
appropriate security measures and defense strategies, such as encryption technology, authentication,
and access control. By learning the security of the operating system and the operating system and
database management system.

Cryptography and secure transmission technology are one of the core contents of network security,
[13-14]. Students must understand the basic concepts and principles of cryptography, including
symmetric encryption algorithms, asymmetric encryption algorithms, and hash functions. In addition,
secure transmission technologies such as digital certificates, public key infrastructure (PKI) and secure
socket layer (SSL / TLS) are required. By learning cryptography and secure transmission technologies,
protect the confidentiality, integrity and availability of network communication, and prevent
information from being intercepted, manipulated or tampered with during transmission.

In the network security professional course, the basic theory of computer network, the security of
operating system and database management system, as well as cryptography and security transmission
technology are the content that students need to learn [15]. Through theoretical learning and hands-on
operation, the students can master the relevant knowledge and skills, and cultivate the ability and
awareness to solve the network security problems. Only by understanding and mastering this basic
content, can we lay a solid foundation for the effective network security protection and protection.

2.3 Network security professional classroom

The professional cybersecurity course includes a basic set of cybersecurity knowledge. These
knowledge includes, but is not limited to, basic knowledge of computer network, operating system
security, network protocols and communication, basic knowledge of cryptography, etc. By learning
these basic knowledge, students have a comprehensive understanding of the network structure and
communication methods, which lays a solid foundation for further study.

In network security courses, students must learn and master various security attacks and defense

Published by Francis Academic Press, UK
-22-



International Journal of New Developments in Education

ISSN 2663-8169 Vol. 5, Issue 19: 21-27, DOI: 10.25236/1JNDE.2023.051903

techniques. Considering network vulnerabilities and weaknesses, students should learn the methods and
skills of penetration testing and vulnerability exploration to assess and improve cybersecurity. In
addition, students should learn about common types of attacks, such as denial-of-service attacks,
malware, and social engineering, as well as corresponding defense strategies and techniques. Practical
operation is a very important part of it. Students must use a laboratory environment for a variety of
cybersecurity experiments and exercises, such as building virtual networks, simulated attacks and
defenses, and real-time monitoring and response. Through practical actions, students can transform
theoretical knowledge into practical and applied skills and develop skills and experience to solving
cybersecurity problems. Furthermore, special attention should be paid to promoting students' teamwork
and innovative thinking. Cybersecurity is a complex area that requires a variety of expertise and skills
to respond effectively. Thus, students can conduct group projects and case studies in class to solve
practical problems together through collaboration and discussion. At the same time, you will encourage
students to think creatively and explore new cyber security technologies and methods to adapt to
changing cyber threats. The classroom should also combine practical cases and industry trends to
improve students' practical skills and professional knowledge. Cybersecurity industry experts are
invited to give lectures and exchanges on the latest security technologies and trends to help students
understand the real work environment and needs.

3. The cultivation of practical skills
3.1 The construction of the teaching platform

The education platform is the key to implementing the education. The educational platform is
designed to provide a simulated network environment in which students can learn and apply
cybersecurity knowledge and technology into practice. This can be achieved either by building a
virtualized environment or by using experimental cybersecurity platforms. The teaching platform
should include resources for a variety of experiments and exercises, such as configuration and
managing experiments, simulated attacks and defense mechanisms, and real-time monitoring and
analysis of network traffic. By using this educational platform, students can perform simulation
operations in real-world scenarios and develop practical skills. Due to the destructive and offensive
nature of network security experiments, using public networks for experiments is obviously
inappropriate. Building an experimental LAN environment through a virtualization platform is
currently the first choice for network security courses for national higher education organizations.
Select open source network vulnerability platforms, such as DVWA, Pikachu, etc. Choose the teaching
method of "mutual learning from shallow to deep".

3.2 Build a network security experiment environment

The platform is divided into four layers, including the infrastructure layer, the virtualization layer,
the experimental platform layer, and the upstream user access layer. We must purchase different types
of equipment, such as switches, routers, firewall, VPN, traffic control, user behavior monitoring, and
various attack and defense software. Internet-based cloud computing methods have the advantages of
dynamic and flexible resource allocation, unified management, and effective reduction of the
construction cost of experimental platforms. The cloud platform must monitor and manage various
functional components to identify and eliminate errors in a timely manner. The experimental
environment includes virtualization technology, network segmentation, virtual network card and virtual
machine, enabling students to conduct a variety of network security experiments and exercises. By
constructing the experimental environment, students simulate real web scenarios and perform various
exercises and safety tests. Platform servers are divided into controlled servers, server nodes, virtual
attack machines, virtual targets, etc.

3.3 Penetration testing and offensive and defense drills

Assess network security using vulnerability analysis tools, penetration testing tools, and
vulnerability mining techniques, and learn how to manage a variety of attack tools and techniques.
With penetration testing and attack and defense training, you will understand the security issues in the
network and propose appropriate defense strategies and solutions. At the same time, learning and
application of real-time monitoring and response technology, as well as event tracking and forensics
methods, improve the ability to deal with cyber threats and security incidents.
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3.4 Handling methods for responding to network threats and security incidents

A phishing attack is an attack that uses channels such as email and social media to induce victims to
click on malicious links and steal sensitive information. Malware software is a program in which a
computer system performs malicious operations. Social engineering attack is a form of attack that uses
one's psychological weakness to induce victims to leak sensitive information.

In 2019, a large enterprise suffered a cyber attack. The attacker invaded the internal network of the
enterprise through phishing emails and malicious software, and successfully obtained a batch of
sensitive data. Immediately after the incident, the company activated the emergency response
mechanism and took a series of remedial measures to prevent similar incidents from happening again.
People are not aware of the importance of cyber security and lack vigilance against cyber attacks such
as phishing emails. Although the enterprise deployed firewall, intrusion detection and other security
facilities, but failed to update and upgrade in time, resulting in the absence of security facilities. Lack
of perfect security management system and process, for the network security incidents to deal with and
response ability is insufficient. All of this leads to the problem. Therefore, it is necessary to carry out
regular network security training and knowledge popularization to improve students' awareness of
network security and prevention. In the network; it is necessary to regularly check and upgrade security
facilities such as firewalls and intrusion detection to ensure their normal functions, establish sound
security management systems and processes, and ensure that network security incidents can be quickly
handled and responded to.

Handling security incidents requires establishing a security system, including firewalls, intrusion
detection and defense systems, real-time monitoring and alarm networks. Students should be trained to
enhance their awareness of network security and enhance their ability to detect and respond to network
threats. Through developing an emergency plan when time occurs, the response process and
responsible persons can be clarified, and it is essential to ensure that they can respond quickly in the
event of a safety incident. Moreover, sensitive data should be encrypted to prevent data leakage or
forgery, and multi-level security protection systems based on different security levels is necessary to be
established to ensure network security.

4. Teaching practice cases
4.1 Instructional objectives

We should understand the functions of Linux common services ssh, telnet, ftp, samba and mysql,
and master the login mode and password modification mode of ssh, telnet, ftp, samba and mysql
services, and then master the use of the nmap scanning tool and the metasploit platform. Through
practice, according to the weak password test results, we can make plans, targeted to complete the
weak password reinforcement, forming the logical idea of weak password screening and reinforcement
of Linux server. Factor analysis assumes that the X-dimensional random vector satisfies:

A=c+Xf =€ (1)
Among them, meet: EE
E€ =0, Eé’észdiag(ﬁf,ﬁf,...ﬂi) )

If A satisfies the above formula, the random vector A is said to have the factor structure. It is easy to
calculate that:

Var(A) = XX+’ 3

The importance index of the different factors can be obtained by the factor score.

Login to the actual combat platform, each group is assigned the same vulnerability target machine,
test which weak password vulnerabilities exist in the vulnerability target machine, and reinforce them.
According to the principle of homogeneity and heterogeneous, three students are grouped. After the
students define the task, they will study independently according to the problem guidance, and make
the plan of penetration test and vulnerability reinforcement under the organization of the team leader.
This paper uses the nmap tool to scan the target machine service status. Then we crack the weak
password using metasploit platform and view the flag under the target machine / root after cracking,
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and then fill in the vulnerability inspection report. After the reinforcement is completed, the student
role is converted to penetration test engineer, and each group conducts penetration test on the
reinforced target machine of other groups. The score is given according to the data learning record,
attendance, classroom discipline displayed on the training platform. Teacher evaluation Table 1 is as
follows:

Table 1: Teacher evaluation form

Evaluation factors Value
Classroom discipline 3
Data learning
Report completion rate
Clean workstation
Answers to classroom questions
Feasibility and thoroughness of the plan
The idea and logic of the plan are clear
The group presentation represents clear and fluent expression

NWw|[(No1|or

4.2 Implementation effect evaluation

Whether it meets the students' learning needs of courses and the corresponding social post needs of
the major is the standard to measure the success of curriculum development, design and
implementation. Course feedback investigates students' satisfaction through a questionnaire survey.
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Figure 1: Students' satisfaction with their teachers

As shown in Figure 1, it can be seen from the data that 90%, 96% and 97.1% of students are very
positive about management ability, teaching attitude and professional ability, respectively. The data
show that students have high satisfaction with teachers. In addition, a small number of students still
have a bad attitude towards these three aspects.
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Figure 2: Course teaching and practical training environment satisfaction

As shown in Figure 2, in terms of the course schedule, 69% were satisfied and thought that the
progress was reasonable and the acceptance condition was good. However, 28% of the students had a
general attitude, thinking that the pace was a little faster and slightly difficult, and some students could
not keep up at all. From the feedback of this part of data, although most students can adapt to the
teaching rhythm, we found that many students think that the progress is fast, so they need to keep
investigating, analyzing and analyze the feedback and make appropriate adjustments in the later
teaching.

5. Conclusion

The teaching content of network security major is to cultivate students' comprehensive quality
through their practical operation ability, application skills and analysis to solving problems. Therefore,
in the context of big data era, higher vocational colleges must strengthen the construction of network
security professional curriculum system. In the teaching of network security, teachers enable computer
and Internet to realize data sharing through multimedia technology, providing students with colorful,
real and reliable learning opportunities. The teaching mode is mainly based on students, supplemented
by teachers. The training goal of the network security major in higher vocational colleges is to solve the
problem-solving ability when college students encounter problems in the learning process, and to
provide students with a good and efficient learning environment. Students need to learn in the process,
constantly innovate and improve.
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