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Abstract: Quantized neural networks (ONNs) are widely deployed on edge devices because of their high
computational efficiency and low memory footprint. However, they remain vulnerable to hardware-level
bit-flip attacks that can severely degrade model performance. Existing progressive bit-flip attack (PBFA)
typically performs iterative searches across all network layers, resulting in substantial computational
overhead and long attack time. To address this issue, we propose KS-BFA, a key-layer selection based
bit-flip attack framework for quantized neural networks. The proposed method first evaluates the
sensitivity of each layer and selects only the most vulnerable layers as attack targets, thereby avoiding
exhaustive traversal across the entire network. Bit-flip attacks are then conducted only within these
selected key layers, significantly reducing the search space and improving attack efficiency. Extensive
experiments on CIFAR-10 and ImageNet demonstrate that KS-BFA can effectively degrade a variety of
quantized models with only a small number of bit flips. For example, on ResNet-50, flipping about 22
bits reduces the model accuracy from 75.84% to 0.16%. Compared with PBFA, KS-BFA significantly
reduces attack time while maintaining competitive destructive capability. In particular, on ResNet-50,
the attack time decreases from 1330.83s to 1039.28s, corresponding to an efficiency improvement of
approximately 22%. These results demonstrate that restricting bit-flip attacks to a small number of
sensitive layers provides an efficient and scalable strategy for evaluating the vulnerability of quantized
neural networks against hardware-aware bit-level attacks.

Keywords: Bit-Flip Attack, Key-Layer Selection, Quantized Neural Networks, Model Security, Attack
Efficiency

1. Introduction

Deep neural networks (DNNs) [ have transformed numerous fields such as autonomous driving 2,
medical diagnostics B, and network security ™), enabling unprecedented levels of automation and
precision. However, the high computational and memory requirements of full-precision ) models limit
their deployment on resource-constrained platforms such as edge devices ¥ and embedded systems 7],
To address this issue, quantized neural networks (QNNs) 1 have been widely adopted because they
significantly reduce model size and computational complexity by representing weights and activations
with low-precision integers. Despite these advantages, quantized neural networks introduce new security
vulnerabilities at the parameter level. Among these, Bit-Flip Attacks (BFAs) [ have become increasingly
alarming due to their subtle yet destructive impact: attackers manipulate the underlying model parameters
by flipping specific bits stored in hardware memory ['”), causing severe degradation in model accuracy
with minimal modifications.

Quantized neural networks (QNNs) have been widely deployed on edge devices due to their high
computational efficiency and low memory footprint. However, these networks remain vulnerable to
hardware-level bit-flip attacks that can significantly degrade model performance. Existing methods, such
as the Progressive Bit-Flip Attack (PBFA) ['!l, typically perform iterative searches across all network
layers to identify vulnerable bits. While effective in degrading model accuracy, PBFA suffers from high
computational overhead and long attack time, especially for deep neural networks with many layers.

To address these limitations, we propose KS-BFA, a Key-layer Selection Based Bit-Flip Attack
framework. Instead of exhaustively searching across all layers, KS-BFA first evaluates the sensitivity of
each layer and selects only the most vulnerable layers as attack targets. Bit-flip attacks are then conducted

Published by Francis Academic Press, UK
-29.



Academic Journal of Computing & Information Science

ISSN 2616-5775 Vol. 9, Issue 6: 29-36, DOI: 10.25236/AJCIS.2026.090605

solely within these key layers, substantially reducing the search space and improving attack efficiency.
Extensive experiments on CIFAR-10 and ImageNet demonstrate that KS-BFA can effectively degrade
the performance of quantized models with only a small number of bit flips. The main contributions of
this paper are summarized as follows:

(1) We propose KS-BFA, a key-layer selection based bit-flip attack framework for quantized neural
networks, which improves attack efficiency by restricting the attack to a small subset of sensitive
layers.

(2) We directly perform bit-flip attacks on selected critical layers, thereby avoiding an exhaustive
traversal of all network layers and significantly reducing the search space and computational
overhead of the bit-flip attacks.

(3) Extensive experiments on CIFAR-10 and ImageNet demonstrate that KS-BFA achieves
competitive destructive effectiveness while significantly reducing attack time compared with
PBFA.

The remainder of this paper is organized as follows. Section 2 reviews related work, introduces the
model quantization process, and describes the threat model considered in this study. Section 3 presents
the proposed KS-BFA framework, including the key-layer selection strategy and the bit-flip attack
procedure. Section 4 reports the experimental setup and evaluation results on CIFAR-10 and ImageNet,
together with comparisons against existing attack methods. Finally, Section 5 concludes the paper.

2. Related Work
2.1 Parameter Attacks

As Parameter-level adversarial attacks are receiving increasing attention in the security analysis of
deep neural networks ['2l, Due to the highly nonlinear nature of DNNs, even small perturbations to input
data or model parameters may lead to significant changes in prediction results '3, Many adversarial
weight attack methods aim to maximize the impact of the attack by identifying parameters with large
gradients with respect to the inference loss and then introducing small perturbations to these weights [14],
Building upon these ideas, Bit-Flip Attack (BFA) methods further exploit the discrete representation of
quantized neural network parameters. Instead of directly modifying floating-point weights, BFA
manipulates the binary representation of quantized weights stored in memory ['3] by flipping selected bits.
By carefully identifying and flipping a small number of critical bits, attackers can significantly increase
the inference loss and drastically degrade model accuracy. Compared with traditional adversarial weight
perturbations, BFA is particularly practical in real-world scenarios because it directly targets the bit-level

storage of quantized models, which are widely used in resource-constrained machine learning services
[16]

2.2 Model Quantization

To evaluate the vulnerability of quantized neural networks under bit-flip attacks, we adopt a layer-
wise uniform quantization strategy, which is widely used in previous studies on quantized model security.
Given a pretrained full-precision neural network, each layer is independently quantized into an (N)-bit
fixed-point representation before the attack is performed. Its specific definition is as follows:

max(WP
Aw = 21\’%_1); wfr e R? )
wip
W = round (—) - Aw 2)
Aw

where WP is the full-precision floating-point weight tensor (e.g., FP32), d is the dimension of the
weight tensor, Aw is the step size of the weight quantizer, N is the quantization bit width, and W is the
quantized weight.

2.3 Threat Model

This study considers a white-box attacker whose goal is to degrade the performance of a deployed
quantized neural network by manipulating its bit-level parameters. The attacker is assumed to have access
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to the model architecture and quantized parameter values, while the network structure and input data
stream remain unchanged. The attack aims to flip only a very limited number of bits in the stored
parameters so as to cause substantial degradation in model accuracy or even complete failure. Following
prior studies on hardware-aware bit-flip attacks, we assume that the flips can be induced through memory
fault mechanisms such as Rowhammer in DRAM-based systems [17].

3. Methodology

This section describes the proposed KS-BFA method in detail. The objective of KS-BFA is to
efficiently identify vulnerable bits in quantized neural networks while reducing the search overhead of
conventional progressive bit-flip attacks. As illustrated in Figure 1, the overall workflow consists of three
stages: preprocessing and quantization of the clean full-precision model, sensitivity-based key-layer
selection, and bit-flip attacks within the selected layers.

Specifically, the pretrained full-precision model is first converted into a quantized neural network
through layer-wise quantization. Next, the sensitivity of each layer is estimated using the L2 norm of
the loss gradient with respect to its binary weights, and the most sensitive layers are selected as candidate
attack targets. Finally, vulnerable bits are iteratively identified and flipped within the selected key layers
until the attack objective is achieved.
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Figure 1: Overall workflow of the proposed KS-BFA framework.
3.1 Key Layer Selection

Directly searching for vulnerable bits across all layers of a quantized neural network is
computationally expensive and often unnecessary, because different layers contribute unequally to the
final prediction. In practice, some layers are substantially more sensitive to parameter perturbations than
others. To improve attack efficiency, KS-BFA first identifies a small set of key layers and restricts the
subsequent bit search to these layers.

We quantify layer sensitivity using the L2 norm of the loss gradient with respect to the binary
weights of each layer. Intuitively, a larger gradient norm indicates that small perturbations to the
corresponding layer are more likely to induce a larger increase in loss and, consequently, a larger change
in model output. For each layer /, the layer importance score is defined as:

Gy = [[vs, £, @

where L denotes the classification loss and Vg, L is the gradient of the loss with respect to the

binary weight tensor B; of layer /. A larger value of G; indicates that layer / is more influential with
respect to the attack objective.
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After computing G, for all layers [ € {1,2, ..., L}, we rank the layers in descending order of G, and
select the top-k layers as the key attack layers:

Lyey = arg Top — kieqs,.,13G1 @

By restricting the attack to the most sensitive layers, this strategy substantially reduces the search
space and computational cost while preserving strong destructive effectiveness.

3.2 Bit-Flip Attack

After identifying the key layers, KS-BFA performs iterative bit-flip attacks only within the restricted
search space. Unlike PBFA, which progressively traverses all layers during the attack process, the
proposed method focuses exclusively on the most sensitive layers selected by the key-layer strategy. This
significantly reduces computational overhead and attack time.

For each attacked layer [ € Lycy, the importance of binary weights is estimated using the absolute
value of the loss gradient with respect to the binary weight tensor:

I = |Vg L(f(x;B), )|, L€ Ly 5)

where x and ¢ denote the input samples and their corresponding ground-truth labels, respectively.
Vg,L(-) denotes the gradient of the loss with respect to the binary weights of layer /.

For each attacked layer /, all candidate bits are ranked according to their importance scores, and the
top n, bits (n, =1 by default) are selected for flipping:

S, = arg Top,, (1), B/[S]=B/[s]®m (6)

where S; denotes the index set of the n;, most important bits in layer /, m is a binary mask whose
entries are set to 1 at the selected bit positions and 0 elsewhere, and @ denotes the bitwise XOR
operation. B;[S;] represents the value of B; atindex S, and B,[S;] denotes the value of B; at index
S, after the selected bits have been flipped.

4. Experiments
4.1 Experimental Setup

To evaluate the proposed KS-BFA comprehensively, we conduct experiments on multiple neural
network architectures across the CIFAR-10 and ImageNet datasets. All experiments are performed on a
Linux server equipped with an NVIDIA A800 GPU with 80 GB memory. The attack framework is
implemented in Python 3.8 using the PyTorch 2.4 deep learning library.

4.2 Datasets and Network Architectures

To comprehensively evaluate the proposed attack strategy, we conduct experiments on two widely
used image classification benchmarks: CIFAR-10 and ImageNet. CIFAR-10 contains 60,000 RGB
images of size 32 X 32, including 50,000 training images and 10,000 test images, whereas ImageNet
(ILSVRC-2012) contains approximately 1.2 million training images and 50,000 validation images
spanning 1,000 categories. For attack generation, we randomly sample a small labeled subset from the
training set to compute gradients and activation statistics. For post-attack evaluation, we randomly
sample 128 images from the CIFAR-10 test set and 256 images from the ImageNet validation set to
measure the degraded model accuracy. On CIFAR-10, we use VGG-11 and ResNet-20/32/56 as
representative convolutional neural networks, all trained from scratch for 160 epochs using SGD with a
learning rate of 0.1, a batch size of 128, and a weight decay of 0.0003. On ImageNet, we adopt the official
pretrained models, including AlexNet and ResNet-18/34/50. In all experiments, the models are quantized
to 8-bit weights before applying KS-BFA.

4.3 Experiments on CIFAR-10
We first evaluate the effectiveness of KS-BFA on the CIFAR-10 dataset using several widely used

convolutional neural network architectures, including VGG-11, ResNet-20, ResNet-32, and ResNet-56.
These models provide a representative set of shallow and moderately deep backbones for assessing the
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attack under low-resolution image classification settings. All models are quantized to 8-bit weights
before the attack is performed.

Table 1: Performance degradation of quantized models on CIFAR-10 under KS-BFA.

Model Baseline acc. Quantized acc.(%) Post-Attack acc.(%) | # of Bits Flipped
VGG-11 92.30 91.06 10.89+0.32 45.5+15.41
ResNet-20 92.24 92.34 10.40+0.22 13+£3.16
ResNet-32 92.92 93.28 10.89+0.08 21.2+7.05
ResNet-56 93.38 93.06 10.90+0.04 18.54+5.64

As shown in Table 1, KS-BFA successfully reduces the accuracy of all evaluated models to
approximately 10%, which corresponds to random guessing for a ten-class classification task. These
results indicate that severe degradation can be achieved with only a limited number of bit flips. In
particular, ResNet-20 requires only 13£3.16 bit flips to reduce the classification accuracy from 92.34%
to 10.40%, while ResNet-56 requires only 18.5+5.64 bit flips. Similar trends can also be observed for
VGG-11 and ResNet-32.
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Figure 2: Effect of the number of key layers (k=1~10) on the number of flipped bits required by KS-
BFA across multiple neural network architectures on CIFAR-10 and ImageNet.

To further analyze the effect of the key-layer selection strategy, Figure 2 shows the relationship
between the number of selected key layers and the number of bit flips required for a successful attack. In
general, the required number of bit flips increases as more layers are included in the search space. This
trend is especially pronounced for VGG-11, whose curve rises more steeply than those of the ResNet
models. These observations indicate that restricting the attack to a small set of highly sensitive layers is
beneficial for improving attack efficiency.

These results demonstrate that restricting attacks to a small subset of sensitive layers does not
compromise attack effectiveness. Instead, KS-BFA remains capable of identifying highly vulnerable
parameters and causing catastrophic performance degradation with only a few bit modifications.

4.4 Experiments on ImageNet

To further evaluate the scalability and effectiveness of the proposed attack, we conduct experiments
on the ImageNet dataset, which presents a considerably more challenging setting than CIFAR-10 because
of its larger number of classes and higher-resolution images. The evaluated architectures include AlexNet,
ResNet-18, ResNet-34, and ResNet-50. As in the CIFAR-10 experiments, all models are quantized to 8-
bit weights before the attack is applied.

The results are presented in Table 2. Similar to the observations on CIFAR-10, KS-BFA remains
highly effective on large-scale image classification tasks. For all tested architectures, model accuracy is
reduced from over 56% - 76% to less than 0.2%. For example, ResNet-50 achieves 75.84% top-1
accuracy after quantization, but its accuracy drops to only 0.16% after approximately 22 bit flips.
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Table 2: Performance degradation of quantized models on ImageNet under KS-BFA.

Model Baseline acc. Quantized acc.(%) Post-Attack acc.(%) | # of Bits Flipped
AlexNet 56.55 56.16 0.19+0.01 24+10.46
ResNet-18 69.64 69.49 0.19+0.01 21.5+6.28
ResNet-34 73.29 73.13 0.16+0.02 16+3.56
ResNet-50 76.15 75.84 0.16+0.01 22.4+6.83

Similarly, on ImageNet, Figure 2 illustrates the relationship between the number of selected key
layers and the number of bit flips required for the model. Across all tested architectures, even as the
search space expands, the required number of bit flips remains remarkably stable, typically fluctuating
between 10 and 40 bits. Unlike the trend observed on smaller datasets, models on large-scale datasets
exhibit more evenly distributed vulnerabilities across their key layers, with AlexNet showing the largest
variation in required bit flips. These results further confirm that focusing on a small subset of highly
sensitive layers is sufficient to compromise the performance of quantized models on large-scale tasks.

To improve the reliability of the results reported in Table 1 and Table 2, each key-layer configuration
(i-e., each Top-k setting) is evaluated over 5 independent trials. For each architecture, the reported number
of bit flips corresponds to the minimum number of flips required to reach the target accuracy degradation
under a given configuration, and the final results are reported as the mean & standard deviation over
repeated runs. This protocol reduces the influence of randomness in bit selection and improves the
reproducibility of the reported attack performance.

4.5 Comparison with PBFA

To evaluate the efficiency of the proposed key-layer selection strategy, KS-BFA is compared with
the representative Progressive Bit-Flip Attack (PBFA). The comparison results are reported in Table 3.

Table 3: Comparison of KS-BFA and PBFA across datasets and network architectures.

KS-BFA PBFA
Dataset Model Nriip Attack times (s) Nriip Attack times (s)
VGG-11 45.5+15.41 88.79+35.82 38.6+24.95 84.55+42.08
CIFAR-10 ResNet-20 13+3.16 25.56+13.23 12.845.36 31.43+13.15
ResNet-32 21.247.05 44.02+12.71 20+11.03 50.97+27.25
ResNet-56 18.5+5.64 49.01+£21.07 17.6+6.40 56.21+20.70
AlexNet 24+10.46 2382.244946.67 19.5+4.22 2435.06+515.81
TmageNet ResNet-18 21.5+6.28 1241.69+299.94 13.5+1.43 1269.78+129.68
ResNet-34 16+3.56 902.77+208.54 10+3.62 942.68+355.22
ResNet-50 22.44+6.83 1039.28+320.66 17+2.57 1330.83+244.16

As shown in Table 3, KS-BFA consistently reduces attack time across all evaluated architectures
while maintaining competitive attack effectiveness. On CIFAR-10, the attack time reduction ranges from
approximately 10% to 20%. On ImageNet, the improvement becomes more pronounced due to the larger
network depth and search space. For example, on ResNet-50, KS-BFA completes the attack in 1039.28s,
whereas PBFA requires 1330.83s. This corresponds to an efficiency improvement of approximately 22%.
Similar improvements can be observed on ResNet-18, ResNet-34, and AlexNet. Although PBFA
occasionally requires slightly fewer bit flips, it performs exhaustive searches across all layers. By contrast,
KS-BFA focuses only on the most sensitive layers, substantially reducing computational overhead while
preserving comparable destructive capability.

These results demonstrate that key-layer selection provides an effective means of accelerating bit-flip
attacks without significantly sacrificing attack effectiveness.

4.6 Comparison with Random Bit-Flips

We further investigate the impact of random bit flips compared to KS-BFA. We analyze the
robustness of the 8-bit quantized ResNet-50 model against random bit flips. As illustrated in Figure 3,
flipping up to 100 random bits results in less than a 2% drop in both Top-1 and Top-5 accuracies on
ImageNet. This underscores the necessity for targeted bit-flip strategies, as random flips alone fail to
significantly impair model performance. In contrast, our proposed KS-BFA completely disrupts ResNet-
50 classification accuracy on ImageNet by flipping only 22 strategically selected bits out of 204 million.
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Figure 3: Effect of randomly flipping 100 bits in ResNet-50 on ImageNet, measured by Top-1 and Top-
5 accuracy.

5. Conclusion

This paper presented KS-BFA, a key-layer selection based bit-flip attack framework for quantized
neural networks. Unlike conventional progressive bit-flip attacks that traverse all network layers, the
proposed method first identifies the most sensitive layers and restricts the attack to these layers only.
This strategy substantially reduces the search space and improves attack efficiency. Extensive
experiments on CIFAR-10 and ImageNet demonstrated that KS-BFA can effectively degrade the
performance of various quantized neural networks with only a small number of bit flips. Compared with
PBFA, KS-BFA significantly reduces attack time while maintaining competitive destructive
effectiveness. In particular, on ResNet-50, the attack time is reduced from 1330.83s to 1039.28s,
corresponding to an efficiency improvement of approximately 22%. These findings indicate that focusing
bit-flip attacks on sensitive layers provides an efficient and scalable strategy for evaluating the
vulnerability of quantized neural networks under hardware-level attacks.
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